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Background 

¨  Founded firm in 2008 
 
     
¨  Mass DOR – CISO (1997 – 2007) 

¨  Internal Audit Director  (1995 – 1997) 



Today’s Session 

                        Interactive 



Session Goals 

¨   Alert you to escalating threats   

¨   Discuss evolving methods and campaigns     
     
  
¨  Provide practical mitigation strategy  



Your Risk 

¨   All sectors 

¨   State Agencies and Municipalities  

¨    Proceed as if attack is imminent  



Current Environment  

¨  Campaigns are dynamic and sophisticated 

¨  Targeted and thoroughly  

¨  Proactive risk mitigation essential 



Uptick in Incidents 

¨  Rogue file sharing 

¨  Credential Theft  

¨  Remote desktop compromise  
 
¨   Unauthorized access  



Targeting Users 

                 



Potential Adversaries 

¨  Internal – Employees, privileged users, IT 
Vendors, Temporary Employees, Interns 

¨  External  –  Ex-employees, cyber 
criminals, foreign governments 

¨  Radicalized Insiders – IT staff “inspired” 
by extremist groups   



Consequences 

¨  Unauthorized access    

¨   Ransom 

¨   Disruption of essential operations 

¨   Sabotage  



Dilemma 

  

     Does this mean that you are defenseless? 



Answer 

                           YES……. 
    
   If you continue to rely on a technical approach.  
 
     



Customized Malware 

          Malicious software that has been 
         reengineered, altered or modified to  
         evade security technologies 



Top Targets 
 
1.Healthcare 
 
2. Retail 
 
3. Education 
 
4. Government/public sector 
 
5. Financial Services 



Reality 
 

n     Security technologies can’t detect  

  
¨     Undetectable variants have proliferated   

¨     “Signature - Based Detection” has failed    

  



Signature Based Detection 

¨  Anti-Virus detects only “known signatures”   

¨  Many “new” variants escape detection 

  
¨  30-90 days to update security software 



Dynamic  

¨   95% of variants disappear in 30 days 

  
¨  80% of variants are gone in a week 

  
¨   Very dynamic situation 



New Variants Annually  
 

                   317,000,000 



Target 

¨  Malware within network October-December 
 

¨  The detection rate was 0 %  
 

¨  No AV detected it  
                           
                                 
                                                                                                    ISight Partners 

                                                                 



Sony 

¨  Most destructive attack in US history 

¨  Network compromised from September-December   

¨  Undetectable variant   
                                                           



Tactics  

            Focus has shifted to “users”  



Social Engineering 

¨  The art of manipulating people into performing certain 
actions, such as executing links, attachments, videos, jpegs 
…… 

¨  Employees must be cautioned  



Inbound email 
 

¨  Inbound email – most common delivery 

¨  Phishing/Spear-Phishing 

  
¨  Must educate workforce 



Types 

¨  E-card 

¨  UPS, FedEx 

¨  Banking scam 

¨  Celebrity  

¨  You’ve won a prize 



Impulsiveness 

¨   Adversaries rely on this trait 

¨  Users need to act for attack to occur 

¨   Employees need to be cautioned 

¨   Take a deep breath – Prevent an attack  



There is no “Silver Bullet” 

¨    Multifaceted strategy required 

¨   “Layers” of controls 

¨   Technical and non-technical 



Common Vulnerabilities 

¨  Lack of workforce awareness 

¨  Poor segmentation 

¨   Inadequate monitoring   



Measures to Mitigate Threat 

1. Awareness  

2. Containment 

3. Detection 



Layer 1 

 Prevention through workforce education 



Educate Workforce 

¨  Employees are malware catalysts  

¨  Must explain risk  -  layman's terms  

¨  Show them delivery methods  

¨  Will prevent attacks 



How? 

¨  Acceptable-use policies    
 
¨  Ongoing training 

¨   Provide examples of overtures 

¨   Accountability - Consequences 



 Suggested Policy Language 

¨  “The opening of non-business links, attachments or 
executable programs, is prohibited. Opening a link or 
attachment may result in the installation of malicious 
software.” 

¨  “Employees must exercise caution when receiving email 
from unknown, or non-business, sources. Although there 
may be a legitimate business purpose to open an email 
message from an unknown party, employees are 
prohibited from clicking on links, or opening attachments, 
contained therein.” 



Actual Overture 

   Hi Mike,  
    
   I noticed you at last week’s meeting, but I didn’t get a 

chance to speak with you. You sure are a popular 
member of the group…  I have provided my email 
and would like to talk. Thanks! 

 
   Brittany 



What Did Mike Do? 

¨  Acted impulsively   

¨  Clicked email address to respond  

¨   Malware installed  

¨  Significant disruption throughout company 

















Employer Negligence 

¨  No training provided on this risk 

¨  Employee was unequipped  



Layer 2 

Containment through network segmentation 



Reality 

             Network Intrusions Happen 



Containment is Critical 

  
¨  Must contain threat  

¨   Must avoid a “flat network” 

¨   Isolate critical data – tax databases 

¨   Protect outward facing applications  



Limit Network Access 

¨   Configure network to limit access 

¨   Prevent lateral movement     

¨   Protect databases with tax data   
  



Target 

¨  Tested network post breach 

¨  Navigated from deli scale to POS 

¨  Example of open network   



Layer 3 

          Identification Through Monitoring 



Prioritize 

¨  Identify critical assets and technologies  

¨  Tax data  

¨   Employee information 



Monitor 

¨  Exports/transmission of data 

¨  Unusual ports and services 
 

¨  Access from unknown hosts 

¨   Any network anomalies 



 Identify  

¨  Generate automated alerts 

¨  Immediately verify activity 

¨  Will identify intrusions 



Disrupt Attack 

  

              Intervene and Eradicate 



What will you do?  

¨  You occupy a unique role 

  
¨  Your members are at risk  

   
¨  What will you do?   



Questions and Discussion 
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